TRANSLATION OF THE RADIO TALK BY Dr. ASHUTOSH MISHRA ON
RADIO CHITKARA 107.8 FM, ON 21 NOVEMBER 2024.

"Greetings to all listeners from Radio Chitkara 107.8; this is Ashutosh. Dear
listeners, we bring you a special program focused on cyber fraud. Yes, as the use
of phones, mobile devices, digital currency, and online transactions has grown in
our country, so have criminal activities targeting our privacy and financial data.
If criminals gain access to our data, they can exploit our accounts and money in
seconds, especially if we are unaware of their tactics.

This program aims to inform you about various cyber frauds and the innovative
methods used by scammers. Specifically, we will discuss 14 types of cyber fraud
those are becoming increasingly common and victimizing people. We urge our
listeners to pay close attention and share this information with friends and family
to prevent anyone from falling prey to these scams.

The content of this program is based on insights from the Indian Computer
Emergency Response Team (CERT-In), a central agency under the Ministry of
Home Affairs, which highlights these rising cybercrime trends. Here's a brief
overview of the 14 types of scams we will cover:

1. Job Scams: Fraudulent job offers or recruitment messages that lure victims
into paying application fees or providing personal information.

2. Phishing Scams: Fake emails or links pretending to be from reputable
institutions, tricking people into revealing sensitive details.

3. Lucky Draw Scams: Messages claiming you have won a lottery or prize,
asking for an advance fee to claim the reward.

4. Emotional Manipulation Scams: Fake profiles on social media or dating apps
that exploit victims emotionally to extract money.

5. Tech Support Scams: Fraudulent websites offering fake technical support,
accessing your devices, and stealing data.

6. Fake Charity Appeals: Scams that exploit natural disasters or emergencies to
solicit fake donations.

7. Digital Arrest Scams: Impersonation of police or government officials
threatening legal action to extort money.

8. Investment Scams: Louring schemes promising high returns on investments
that ultimately defraud participants.




9. Mistaken Transfer Scams: Scammers claim they accidentally sent money to
your account and manipulate you into sending it back.

10. Parcel Scams: Fake notifications about suspicious parcels, asking for fines
to avoid penalties.

11. Loan or Credit Card Scams: Fake offers for loans or credit cards that charge
upfront fees and disappear.

12. Social Media Blackmail: Exploiting victims with fake recordings or
compromising content, threatening to share it publicly.

13. Cash on Delivery Scams: Fake products or packages sent with payment upon
delivery.

14. Phone Scams: Calls claiming false emergencies to extort money.

Let’s start with the “Job Scam”, one of the most prevalent frauds this year.
Fraudsters send messages about fake job openings with enticing offers, asking
victims to click on links and submit personal information. They then demand fees
for applications or tests. People often fall for these schemes out of desperation for
employment.

Similarly, “Phishing Scams” involve fraudulent links sent under the guise of
trusted organizations. These links collect sensitive data, leading to bank account
thefts.

So, avoid falling victim to fishing scams like 'phishing' and similar scams. The
third type of scam is the “Lucky Draw Scam”. In this, scammers send enticing
messages claiming that you've won a lottery or a lucky draw prize. They lure you
with the promise of a huge reward, often in the range of lakhs or crores of rupees.
They then ask for an upfront payment of 5% or 10% of the prize money as a
processing fee, promising to transfer the full prize to your account afterward.
Many people are unaware that there are no such lucky draws or lotteries, and in
their greed for the prize, they pay the scammers this advance fee and end up losing
their money. If you ever receive such messages via text, WhatsApp, email, or on
social media platforms like Facebook, Instagram, or Snapchat, do not fall for
them. Avoid clicking on links related to lottery or lucky draw claims.

The fourth method of cyber fraud is the “Emotional Manipulation Scam”. In
this scam, fraudsters create fake profiles on dating apps or social media, using
false photos and fabricated details. They build friendships by sending messages
and, over time or sometimes instantly, deepen these connections to gain trust.
Unknowing social media users believe these fake profiles to be genuine and end
up forming friendships. The scammers then fabricate situations like emergencies,




medical crises, or difficulties accessing their bank accounts to emotionally
manipulate victims into sending money. Be cautious and avoid forming online
friendships with strangers whose identities cannot be verified. These so-called
friendships are often a ploy to defraud you.

The fifth type of scam is the “Tech Support Scam”. Scammers create fake
websites posing as technical support providers. If you click on their links, they
gain access to your system, phone, or digital privacy. They can then hack your
accounts, collect sensitive information, and blackmail or defraud you. Never click
on unknown links or fall for warnings about viruses on your system from
unverified sources.

The sixth scam is the “Fake Charity Appeal Scam”. In this scam, fraudsters
exploit natural disasters or emergencies to appeal for donations. They create fake
charity campaigns, asking people to contribute generously to help those in need.
They use your sympathy and manipulate you into donating, either for disaster
relief or medical assistance for the poor. Be vigilant and verify the authenticity of
any charity appeals before making donations.

To summarize what we've discussed so far:
- Job scams

- Tech support scams

- Fake charity appeal scams

Next is the “Digital Arrest Scam”. Here, scammers pose as officials from police,
customs, the Income Tax department, or other agencies like CBI or the Economic
Offense Wing. They claim you've been involved in money laundering, drug
smuggling, or other crimes and pressure you to pay money to clear your name.
Sometimes, they use fake video calls to show fabricated police stations or fake
officers demanding money. These tactics often frighten people into paying.
Always verify such claims and avoid acting out of fear.

Another scam is the “Investment Scam”. Scammers use social media to promote
Ponzi schemes, promising high returns on investments, like doubling or tripling
your money in a short time. To build trust, they may initially provide small
returns, convincing you to invest larger amounts later. Eventually, they disappear
with the money, closing down all contact channels. Understand that schemes
offering unrealistically high returns are often fraudulent. Avoid such investments
at all costs.

Next, this is very wrong. They send you fake messages claiming that they have
transferred money to your account by mistake. They then refer to a situation and




ask you to return the money. Without verifying the details, people often fall into
this trap and send money. If you receive such messages claiming that money was
sent to you by mistake, do not share your details or return money without proper
verification.

Next is the “Parcel Scam”, which I briefly mentioned earlier. Scammers or cyber
fraudsters call you and deceive you, saying that you have committed an act that
is legally punishable. They claim there’s a fine imposed on you, and to avoid
paying a hefty fine of lakhs or crores, they ask you to send some thousands or
lakhs of rupees. They scare people under the pretext of a parcel scam. It is crucial
to spread awareness that people should not be afraid of such calls, emails, or
messages. Verify such information, and do not respond to these calls or messages.
If you mistakenly answer such calls, do not engage in a long conversation.

Then there 1s the “Credit and card scam”. Scammers create fake websites and
use social media, claiming they can provide personal loans or credit cards with
minimal documentation. People often fall for this shortcut, thinking they will get
loans easily without verification. These scammers ask for a fee to process the loan
or card, and as soon as the fee is paid—whether it’s thousands or lakhs—they
disappear and stop contacting the victims. Avoid falling for any schemes that
promise shortcuts for loans or credit cards.

Another major scam is “Social media defamation”. Scammers or cyber
fraudsters use this to trap people. They initiate video calls and record
objectionable or compromising situations featuring the victim. They then threaten
to defame the person on social media or damage their reputation socially. These
scammers use such recordings to blackmail individuals and extort money from
them. Out of fear of social defamation, many people—regardless of age, location,
or profession—give in to their demands and continue paying the scammers.

To avoid such scams, do not respond to unknown video calls, emails, or messages.
If you accidentally answer such calls, do not provide any information, and do not
fall into their trap. Stay alert and cautious.

Stay tuned as we explore these scams in-depth. Protect yourself and others by
staying informed and avoiding shortcuts or suspicious offers. This is Radio
Chitkara’s special program on cyber fraud, empowering listeners with knowledge
to safeguard against scams. Stay alert and share this information widely."




